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COMPLIANCE IS NOT ACADEMIC
According to the 2008 EDUCAUSE Current Issues Committee, the number
one strategic IT issue for educational institutions is security.

That's not surprising considering the high profile press coverage on data
breaches. Protecting information, particularly on multiple mobile endpoints,
is more important than ever. And higher education poses unique challenges
in sheer diversity of data, ranging from admissions financial information to
campus medical clinic patient records to classified research.

In all cases, encrypting information occurs in a culture of openness and de-
centralization. IT managers frequently have to deal with encryption schemas
that vary from school to school, department to department.

In all cases, regardless of any single legislation or compliance law, there are
some basic questions that ensure appropriate handling of data, such as:

> Are privacy and security policies for encryption regularly reviewed? Consis-
tently implemented?

> Is there an authority within the university, such as a chief security officer, who
can wade through the increasing number of compliance laws?

> Are audits regularly scheduled and scrupulously implemented?

> Have you developed clear, consistent policies and procedures for classifying,
handling, retaining, and disseminating information and appropriate security
controls for protecting critical and confidential resources?

> If a device, such as a laptop or USB key, be lost or stolen that has data stored
on it that falls within a regulation, are there notification methods in place
based on the level of security you provide?

> Is IT security viewed as a funding priority?

These questions and others support a strong data security management
framework. And with data security breaches estimated at costing between
$90 and $305 per lost record, the impact of not addressing these questions
can be crippling to universities, colleges and schools of all sizes.

LEGISLATION AND REGULATION
Following is a snapshot of regulations impacting institutes of higher learning today:
FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA)

The federal Family Educational Rights and Privacy Act of 1974 (FERPA)
provides a postsecondary student the right to inspect his or her education
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ONLY CREDANT ENABLES
ORGANIZATIONS TO:

> Manage encryption and secure data
across multiple endpoints from a
common management platform

> Full Disk Encryption (FDE)

> Self-Encrypting Drives

> Policy-Based File/Folder Encryption
> Mobile Devices and Smartphones
> Removable Media

> Windows® BitLocker™

> Create automatic audit trails that offer
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> Help ensure data security, reducing
the risk of insider or external attack
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> Provide confidentiality, privacy and
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> Integrate and manage multiple
encryption solutions into a single
management tool set

©2011 CREDANT Technologies, Inc. All rights reserved. PAGE 1 0F 2

For more information contact www.credant.com

SOLUTIONS BRIEF



CREDANT %

Trusted Experts in Data Protection

SOLUTIONS BRIEF

= a::‘ -

CREDANT Mobile Guardian

Responsible Management of Endpoint Data Security for Higher Education

records and establishes conditions concerning the disclosure
of those records to third parties. Although the act does not
specifically require that information security be implemented,
the protection of electronic student records will require infor-
mation security covering the student records subject to this
federal law.

HEALTH INSURANCE PORTABILITY AND
ACCOUNTABILITY ACT (HIPAA)

First described in1996, the final HIPAA standards rules was
published in 2003. HIPAA identifies a series of security proce-
dures to assure the confidentiality of electronic health informa-
tion. These procedures include administrative, technical and
physical measures. In the higher education arena, HIPAA most
often applies to clinics used by both students and staff and to
academic medical centers. Along with detailed security rules,
HIPAA includes provisions to investigate complaints, collect
information and determine a covered entity’s compliance.

FDA RULE ON ELECTRONIC RECORDS AND
ELECTRONIC SIGNATURES (21 C.FR. PART 11)

In 1997 the U.S. Food and Drug Administration (FDA) issued
21 C.ER. Part 11, which consists of regulations that provide
criteria for the acceptance of electronic records. These criteria
include specific information security and electronic signature
practices. Part 11 applies to electronic records transmitted
under any FDA regulations or submitted to the FDA. Therefore,
it applies to most aspects of research and clinical activities

in the university setting. Key provisions, such as controls of
“open systems” such as portable data devices to limit access
have been added. Audit controls, password protection and
backup provisions are also requirements.

GRAMM-LEACH-BLILEY ACT (GLBA)

Under GLBA, the Federal Trade Commission (FTC) has jurisdic-
tion over the activities of higher education institutions. The
FTC regulations contain both privacy and security require-
ments. Colleges and universities that comply with FERPA will
be deemed by the FTC to be in compliance with its privacy

provisions. However, educational institutions remain subject
to the GLBA security provisions as found in the FTC safeguard
regulations ("FTC Safeguards”), which became effective on
May 23, 2003.

THE CALIFORNIA LAW ON NOTIFICATION
OF SECURITY BREACH (SB 1386)

The California Law on Notification of Security Breach (SB 1386)
relates more to disclosing a security breach vs. the security

of the data itself. Notification could be delayed if there is a
legitimate law enforcement agency determined that giving no-
tice to the data subject would impede a criminal investigation.
Notice may also be delayed if the organization suffering the
breach is taking necessary measures to determine the scope
of the breach and restore reasonable integrity to the system.
Over 30 States have passed similar legislation.

THE PAYMENT CARD INDUSTRY
DATA SECURITY STANDARD (PCI DSS)

If your admissions office takes credit cards for payment, then
you is subject to the Payment Card Industry Data Security
Standard (PCI DSS). The PCI DSS requires that all “merchants”
accepting credit cards comply with a number of technical,
physical, and administrative requirements. Failure to comply
with the PCI DSS could result in large penalties and suspen-
sion of the right to use credit cards for payment purposes.

CREDANT

CREDANT is the Trusted Expert in Data Protection. Founded
in 2001, CREDANT enables organizations to control, manage
and protect data on vulnerable laptops, desktops, PCs, Macs,
smartphones and removable media devices. Protecting
sensitive information on more than 7 million endpoints at
over 1,000 global customers, CREDANT provides the most
comprehensive mobile data protection and management
platform.

For more information, visit www.credant.com.
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