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CREDANT Compliance Reporter

Gain deep visibility across endpoints to help ensure compliance

Reporting For Today's
Compliance Requirements

CREDANT Compliance Reporter provides today’s organizations
with the extensive visibility they need into encryption status,
policy deployment, and other compliance details related to end-
points and users. Reports can be run on demand or scheduled for
later execution with results automatically emailed to stakehold-
ers. Report results can also be displayed and manipulated from
within the Compliance Reporter interface or exported for use in
third-party applications.

With CREDANT Compliance Reporter, organizations can gain a
comprehensive, accurate and real-time overview of data protec-
tion for their endpoints — backed by a wide range of reporting to
address regulatory requirements and industry standards.

FLEXIBLE, BROWSER-BASED SOLUTION
Accessible through any supported web browser, CREDANT
Compliance Reporter provides a variety of web-based reports
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for policy management, encryption status, device inventory, and
administrator roles for CREDANT Mobile Guardian 5.3 and later
environments. Report views can be customized by changing data
field inclusion, sorting, grouping, column order, and filtering on
result set contents.

In addition, administrators can schedule report execution accord-
ing to their needs and email results to stakeholders. They can
also monitor deployments by scheduling report execution at spe-
cific intervals to see how the organization's compliance status
has changed over time.

MULTI-LEVEL ADMINISTRATIVE

AND ACCESS CONTROL

Three administrator roles provide fine-grained permission
management. The Report Administrator provides full access

to the Reporter administrative options. Report Owner enables
administrators to customize, save, and schedule reports. If
administrators want to run only pre-existing reports, Report User
is available.
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TECHNICAL SPECIFICATIONS
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Gain deep visibility across endpoints to help ensure compliance

An IT administrator can easily monitor device encryption or policy
deployment status across users, devices, groups, domains, or
the entire environment. Information can be easily queried to
determine the state of a device that is lost or stolen so the ap-
propriate response can be made quickly and confidently.

Reports can be easily shared, although access can also be restrict-
ed according to user. In addition, the Compliance Reporter can
off-load any resource intensive reporting operations to machines
other than the CREDANT Mobile Guardian Server host, yet still
provide ease of access to multiple administrative users with a
single management console.

REPORTING FOR SARBANES-OXLEY
REQUIREMENTS

CREDANT Compliance Reporter provides an in-depth view of all
administrative users and groups and their permissions. This is
especially useful for producing Sarbanes-Oxley reports that require
a list of all administrative users and their permissions, regardless
of whether the permissions were assigned directly to them or if
they were inherited from group memberships. Administrators can
also see which groups were assigned permissions that other us-
ers have inherited.

EASY INTEGRATION AND EXPORTING

New reports and functionality can be easily imported into exist-
ing CREDANT Compliance Reporter installations. This allows

for customization beyond what is available with saving report
views. Each report “layout” that is available for configured and
saved report views is a separate “plug-in” into the system. New
plug-ins can be created and installed on an existing CREDANT
Compliance Reporter installation without requiring a full Compli-
ance Reporter upgrade.

CREDANT Compliance Reporter also provides the ability to export
reports for use in third-party applications. With a single click, users
can export report data for use with Crystal Reports®, Microsoft®
Excel®, or other third-party applications. Therefore, CREDANT
Compliance Reporter delivers a solid baseline for data presenta-
tion, while also supporting the ability to leverage other tools for
more advanced analysis.

YOUR BENEFITS WITH CREDANT
COMPLIANCE REPORTER
With CREDANT Compliance Reporter, organizations can:

> Prove endpoints are protected, regardless of user, device or
location

> Check policy assignment and deployment status
> Audit administrative roles

> Customize reports and their execution

> Support fine-grained permission management

> Support multiple administrators with a single installation

SPECIFICATIONS

COMPATIBILITY
Compatible with CREDANT Mobile Guardian 5.3 and later deployments

Some data limitations for reporting against 5.x environments*

INSTALLATION REQUIREMENTS
Hardware

> Intel Pentium v1 processor or better

> 512 MB RAM

> 90 MB of free disk space for JRE

> 300 MB of free disk space (135 MB footprint)

Operating Systems*

> Windows Server 2008
> Windows Server 2003 SP1 and SP2 — Standard Edition — Enterprise Edition
> Windows Server 2003 R2 and R2 SP2 — Standard Edition — Enterprise Edition

Web Interface Browsers

> Internet Explorer 6.0 through 8.0
> Mozilla Firefox 2 or 3

Note: All supported operating systems are 32-bit only.

For more information:
www.credant.com
info@credant.com
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